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NHAN DANH
NUOGC CONG HOA XA HQI CHU NGHIA VIET NAM

TOA AN NHAN DAN HUYEN KIM BOI - HOA BINH

- Véi thanh phdn Héi dong xét xir so tham gom c0:

Théam phéan - Chii toa phién toa: Ong Kiéu Quang Du

Céac Héi tham nhan dan: Ong Ngb Trung Tinh va Ong: Quéch Pinh Hanh

- Thuw ky phién toa: Ba Bui Thi Huong - Thu ky Toa an
- Dgi di¢gn Vién kiém sét nhan dan huygn Kim Boi tham gia phién toa:
Ong Bui Pinh Duong - Kiém sat vién.

Ngay 11 thang 03 nam 2025, tai tru s¢ Toa an nhan dan huyén Kim Boi,
tinh Hoa Binh, xét xtr so tham cdng khai vu an hinh sy thu ly so: 46/2024/TLST

- HS ngay 18 thang 12 ndm 2024 theo Quyét dinh dua vu &n ra xét xir so' tham
s6: 03/2025/QDXXST - HS ngay 17 thang 02 nam 2025 dbi véi c4c bi cao:

1. Ho va tén: Ho Tiéu B, sinh ngay 30/10/2005; tai: Huyén S - Thanh
Hoa; Noi dang ky thuong trd: Thon Thanh T, xa Pha L, thi xa& Nghi S, tinh
Thanh Hoa; Noi tam tri: 1xx duong y, to 1x, khu phd X, phuong Linh Tr, TP
Tha B, TP H6 Chi Minh; Noi ¢ hién nay: Can ho 11.xx Toa S1.xx, Vinhomes
Grand Park, khu pho 2x, phuong Long Th, TP Thi Bire, TP H6 Chi Minh; Nghé
nghiép: Sinh vién; Trinh d hoc van: 12/12; Dan toc: Kinh; Gidi tinh: Nam; Ton
giao: Khong; Quéc tich: Viét Nam; Con dng: Hd Sy Tr, sinh ndm 1978; Con ba:
Nguyén Thi Ph, sinh nim 1981; Vg, con: Chua; Tién an, tién su: Khong; Bi céo
bi tam giit tir ngay 09/7/2024 dén ngay 18/7/2024 dugc tai ngoai €O mit.

2. Ho va tén: Khoang Thanh Tr, sinh ngay 18/9/2006; tai: Huyén Nh -
bién Bién; Noi giéng Ky thuong trd: Ban Phiéng V, )gé Nam K, huyén M, tinh
bién Bién; Nghé nghiép: Sinh vién; Trinh dd hoc van: 12/12; Déan toc: Thai;
Gidi tinh: Nam; Ton giao: Khdng; Quoc tich: Viét Nam; Con ong: Khoang Van
V, sinh nam 1970; Con ba: Lé Thi Kh, sinh nam 1971; Vo, con: Chua; Tién an,
tién su: Khong; Bi cao tai ngoai CO mat.

- Bi hai:

+ Truong THCS Tién Ph

Dia chi: Xa Tién Ph, huyén Phu N, tinh Phi Tho



Nguoi dai dién: Ong Hoang Vin Q - Hiéu truong; Vang mat

+ Truong THPT Linh Tr

Dia chi: Phudng Linh Tr, thanh phd Th, thanh phd H6 Chi Minh
Nguoi dai dién: Ong Tran Manh H - Ph6 hiéu trudong; Ving mit
- Ngwoi cO quyén \gi, nghia vu lién quan:

+ Anh: Nguyén Hong Th, sinh ngay 30/6/2008 - Ving mit
Ngueoi dai dién: Ong Nguyén Hong Th, sinh nim 1966 - Ving mat
Péu cuw tra: 15/, to 2X, khu phd X, P. Biru L, TP B, Png Nai

+ Anh: Nguyén Thanh G, sinh nam 1990 - Vang mat

Noi cue tr: Khu' S, thi tran A, huyén V, tinh Hoa Binh

+ Anh: Dang Pinh H, sinh nam 1990 - Vang mat

Noi cw tri: Thong N, thi trin A, huyén V, tinh Hoa Binh

+ Ong: Khoang Vin V, sinh nim 1970 - Vang mat

Noi cu trd: Ban Phiéng V, xa N, huyén M, Dién Bién

NOI DUNG VU AN:

Theo c4c tai liéu co trong ho so vu an va dién bién tai phién tda, noi dung
vu an duogc tdm tat nhu sau:

Ho6 Tiéu B do c6 am hiéu kién thtrc trong linh vuc c¢dng nghé thong tin
nén B c6 tim hiéu vé cung cdp dich vu mang x& hoi va ban phan mém doc hai
(goi tat 1a ma doc). Khi cé nguoi hoi va dat mua ma doc, Ho Tieu B mua ma doc
dang Nova (dong ma doc lay céap théng tin) tir trang Telegram co dia chi nude
ngoai vé roi tao BOT (may chu do) trén nén tang Discord cua Bdo va ban cho
ngudi cO nhu cau. Ma doc Nova néu trén tao ra tép tin O dudi “.exe”, khi nan
nhan mo tép tin “.exe” thi cac dit liéu trén may tinh s& tu dong thu thap va tra vé
BOT trén Discord do B tao ra. Dit liéu trén may tinh duogc tra vé 1a cac thdng tin
trén may tinh, céc tai khoan, mat khau duoc luu trén may tinh, cookie ding nhap
cac tai khoan. Ngoai ra, B con mua cac ma doc duogc tao ra thanh cac tép tin co
duoi “.bat”, “.msi”, “.png”, “.doc”, “xIs”,... do Nguyén Hong Th, san xuat, tao
ra voi gia tir khoang 300.000 dong (ba tram nghin dong) dén 1.000.000 dong
(mot triéu ddng). Khi nan nhan md cac c4c tép tin néu trén thi thiét bi s& tu dong
tai ma doc duoc luu trén Website: “http:/filecrsf.site” va trang
“https://103.54.153.116/” vé thu muc c6 duong din “C://user/public”. Sau khi
tai vé, ma doc s& tu dong duoc thuc thi. Cac dit liéu trén may tinh sau khi bi thu
thap s& tra vé cac BOT ma Ho Tiéu B hodc Nguyén Hong Th tao ra trén tai
khoan Telegram ctia ngudi mua. Cac dir liéu trén may tinh bi thu thap cling la
cac thdng tin may tinh nan nhan, dir liéu cookie, tai khoan, mat khau duoc luu
trén may tinh nan nhan.



H6 Tiéu B diung tng dung Discord véi tén nguoi ding
“HaToKi[HoTieuB]” dé ban mad doc Nova va dung cac loai md doc mua tir
Nguyén Hoéng Th ban cho khach hang. B sir dung kénh Telegram c6 tén
“HoTieuB Service” (dudng dan “https://t. me/hotieubaoservice™) va tai khoan
Telegram c6 tén “@hotieuba03” dé ban céc dich vu kiém tra théng tin, toa do,
dia chi cua ngudi ding do B thu thap, chiém doat dugc tir nhiéu ngudn khac
nhau. B ciing st dung kénh Telegram tén “HoTieuBa Service” dé ban phan mém
tan cong tir chdi dich vu do B sao chép trén mang va sta thanh tén “HATOKI
V4” (trude d6 codn cd cac phién ban “HATOKI V3, V2, V1”) nhim muc dich
danh sap cac website trong va ngoai nudc; ban dich vu tin cong, Rip/Report
(danh sap/bao cao) cac tai khoan mang xa& hoi nhu: Facebook, Tiktok,
Instagram... ban dich vu m¢ khod céc tai khoan mang X8 hoi Facebook,
Tiktok... da bi khoa.

Hb Tiéu B coOn tai cac dir liéu cta cdc Website bi 16 thong tin tai khoan
quan tri duoc chia sé mién phi trén trang Telegram co dia chi tén: “url:login:pass
DEVILS” vé may, sau d6 mua phan mém Deface (c6 tinh nang loc, trich xuét
cac dir lidu néu trén) tir cac dbi tugng khéc roi ban lai cho nguoi hoi mua dé thu
loi. Khi c6 nguoi héi mua phan mém Deface thi B s& gui dir liéu cua cac
Website bi 16 thong tin tai khoan kém theo dé nguoi mua loc, trich xuat thong
tin ctia c4c Website bi 16 ma ngudi mua mudn. Sau khi c6 tén ding nhap, mat
khau tai khoan quan 1y ciia cac Website, cac dbi tugng s& xam nhap trai phép
vao Website trén, chinh stra giao dién web, chinh stra thdng tin co trén web cua
cac Co quan, to chirc, c& nhan.

Anh Nguyén Thanh G, tham gia mang xa hoi, thdy Ho Tiéu B quang cao
cac file da lap trinh sin nén ngay 19/4/2024, anh G sir dung tai khoan Zalo ¢
tén “Thuy Tr” dé nhén tin cho Hb Tiéu B qua tai khoan Zalo cua B str dung sb
dién thoai 0978.809.xxx dé mua céc file da 1ap trinh nham muc dich tim hiéu.
Ho Tiéu B da giri 02 tép tin mau cd tén “msi.msi” va “no.bat” cho anh G xem
trude. Sau khi trao doi, anh G ddng ¥ mua tép tin c6 dudi “.exe” cuia Ho Tiéu B
v6i sb tién 850.000 (Ta4m trdm ndam muwoi nghin) dong. Sau d6 B vao trang
NOVA cua mang xa hoi Telegram (la trang chuyén ban mé doc ¢ nude ngoai)
dé dat mua tép tin ma doc c6 dudi “.exe”. Trang NOVA tao ra dang ma doc duoi
“exe” cO tén “file42.exe” va giri vé cho B qua Telegram. Sau khi tai ma doc vé
may tinh, B tao mot kénh BOT trén nén tang Discord c6 tén HaToKi[HoTieuB]
roi gui tép tin ma doc tén “file42.exe” cho anh G qua trang DISCORD, anh G
chuyén so tién 850.000 (Tam tram ndm muoi nghin) dong cho B qua s6 tai
khoan: 62666262xxx cua ngan hang MB Bank, chu tai khoan: HO TIEU B. Sau
khi nhan tién, B lién hé huéng dan anh G céch st dung tép tin file42.exe, cach
truy cap Discord. Ldc ndy anh G méi nghi ngo tép tin vira mua ctia H Tiéu B 1a
ma doc. Anh G khong tra 1oi B ma dén Cong an huyén Kim Bdi dé trinh béo su
ViéC.

Vao thang 6 nam 2024, anh Dang Dinh H, sir dung tai khoan Telegram cé
tén: “Dinh H” lién hé véi tai khoan Telegarm cua HO Tiéu B cO tén
“@MMOVIP24x” dé hoi mua tép tin da 1ap trinh sdn dé nghién ctru, hoc hoi. B



gui cho anh H hai tép tin ¢ tén “no.bat” va “msi.msi” dé anh H tham khao. Sau
khi trao doi, thong nhit thi anh H da dong y mua tép tin c6 dudi .msi voi gia
4.222.000 (Bon triéu hai tram hai muwoi hai nghin) dong. Anh H da chuyén
khoan trudc cho B s6 tién 2.550.000 (Hai triéu ndm trim nim muoi nghin) dong
qua tai khoan ngan hang Vietcombank cd s tai khoan: 1044300xxx, chu tai
khoan NGUYEN THI S dé coc. Sau khi nhan coc tién tir anh H, B lién h¢ véi
Nguyén Hong Th dé dit mua ma doc c6 dudi .msi. Th sau khi tao ra ma doc thi
gii ma doc o tén “1.msi” cho B qua Telegram, B tra cho Th sé tién 300.000
(Ba tram nghin) dong. Sau khi nhan ma doc tir Th, B tai tép tin ma ddc c6 tén
“].msi” vé va gtri cho anh H qua Telegram (LUc nay anh H chua biét tép tin nay
la ma doc). Anh H chuyén nbt cho B s6 tién: 1.672.000 (M6t triéu Sau trim bay
muoi hai nghin) dong, qua tai khoan néu trén. Sau khi nhan tién, B hudng dan
anh H céach tao BOT trén Telegram. Anh H thyc hién theo huéng dan ctia B. Sau
khi tao xong BOT, anh H m¢ tép tin “1.msi” thi thay théng tin dir liéu trén may
tinh, céc tai khoan mang x& hoi facebook, gmail, Discord ciia anh H chuyén vé
trén kénh BOT wvira tao. Anh H tim hiéu thi nghi ngd tép tin vira mé 1a ma doc
nén anh H da dén Cong an huyén Kim Bdi dé trinh bao sy viéc va giao nop may
tinh.

Khoang thang 4/2024, Khoang Thanh Tr di trao doi mua 01 (mdt) ma doc
dang botnet ¢ duoi “.doc” tir B. Khi Tr dit mua ma doc, B lién hé voi Nguyén
Hoéng Th dé Th tao ra mot ma doc co dudi “.doc”. C dugce tép tin ma doc dang
dudi “.doc”, B ban cho Tr vai gia 6.222.000 (Sau triéu hai tram hai muoi hai
nghin) dong. Tr sau khi nhan duoc ma doc tir B di rao ban ma doc trén mang xa
hoi va dugc mot nguoi lién lac hoi mua ma doc trén qua Telegram. Tr déng %
ban ma doc mua tir B cho nguoi lién lac hoi véi gia 6.000.000 (Sau tricu) dong
Sau khi ban dugc, Tr khoe v6i B vé viéc ¢ thé mdi chao nhiéu ngudi mua dé
lay long tin va cung B tham gia ban ma doc. Mot thoi gian sau, Tr tiép tuc hoi
mua tir B 01 (mot) ma doc dang dudi “.exe” dé vé st dung. B tiép tuc lién hé voi
Nguyén Hong Th dé dit mua mot ma doc dang “.exe”. Sau khi nhan duge ma
doc co duoi “.exe” tir Th, B ban cho Tr vai gid 2.550.000 (Hai triéu nam tram
nam muoi nghin) dong. Tr sau khi mua duoc ma doc tir B ciing dang rao ban
nhung khong c6 nguoi mua, sau d6 Tr da phat tan ma doc trén dén ban be va
nhiéu trang, nhém trén cac nén tang mang xa hoi va thu duge mét s6 dir licu
chuyén vé BOT trén nén tang Discord ma B tao ra roi thém Tr vao BOT dé xem.
BOT trén d3 bi nén tang ty dong x6a bo, khéng con hoat dong. Qué trinh lién lac
v6i nhau, B ciing chinh stra cac tép tin ma doc c6 dudi “.exe” 0 tir trude do roi
gui cho Tr bao Tr dem di phét tn dé thu dir liéu vé. Tr giri cAc ma doc trén cho
nhiéu ban bé, nhiéu céc trang, nhém trén nhiéu nén tang nhung khdng thu dugc
dit lidu ve.

Ngoai ra, Khoang Thanh Tr con mua tr Ho Tiéu B 01 (mdt) phan mém
“Deface” (phan mém trich, loc thdng tln) voi gia 2.550.000 (Hai tri¢u nam trdm
nam muoi nghln) dong. Phan mém nhay do Ho6 Tiéu B mua ciia mot tai khoan
Telegram c6 tén “Aka?Mi Tr” rdi ban lai cho Khoang Thanh Tr, B ciing duoc tai
khoan Telegram c6 tén “Aka?Mi Tr” huéng dan lén trang Telegram co tén:



“url:login:pass DEVILS” tai cac dit liéu ctia cAc Website bi 16 thdng tin vé may.
Khi ban phan mém trén, HO Tiéu B ciing giri kém nhiéu dir liéu vé cac website
bi 16 théng tin cho Khoang Thanh Tr. Tr da st dung phan mém Deface d¢ loc,
trich xuét cac dit liéu Website ma Tr mudn tir cac dit liéu vé cac website bi 10
thong tin ma B gti.

Sau d6 thang 4/2024 Tr da xam nhép trai phép vao trang sb lién lac dién
tir ciia treong Trung hoc co s& xa Tién P, huyén Phu N, tinh Phd Tho cé dia chi:
“http://eaenzszzessgdphutho.vnedu.vn/v3/” va sira diém cua cac hoc sinh 16p
6A, hoc ki 2 mon Toan thanh 9 diém kém theo nhan xét; “dat em nhé a Ia
Hacker By HoVietT”. Ngoai ra, Tr con xam nhap trai phép vao Website cua
truong Trung hoc phé théng Linh Tr, phuong Linh Tr, TP. Th, TP. H6 Chi Minh
gay mat quyén truy cap, thay doi giao dién, thay doi noi dung

Ho Tiéu B con gui tang cho Khoang Thanh Tr gom: “1.bat”; “Microsoft
Word Document.doc”; “New Microsoft Word Document (1) .doc”; “New
Microsoft Word Document (2).doc”; “Word Document.doc”. Trich xuat va thu
gilr t€p tin: “file143.exe” tai thu muc “Drive cua t6i” trong tng dung Google
Drive dang duoc dang nhap trén dién thoai bang tai khoan gmail cia Khoang
Thanh Tr co tén: maithituOxx@gmail.com.

- Ngay 12/7/2024 Co quan Canh sat diéu tra Cong an huyén Kim B6i da
ban hanh Quyét dinh trung ciu gidm dinh guri t6i Cuc An toan théng tin Bo
Thong tin va Truyén thdng dé giam dinh ddi véi cac tép tin nhu sau:

+ Gidm dinh cac tép tin: “file42.exe”, “no.bat”, “msi.msi” ma Ho Tiéu B
da ban cho anh Nguyén Thanh G.

+ Giam dinh tép tin: “1.msi” ma Ho6 Tiéu B da ban cho anh Pang Pinh H.

+ Giam dinh  tp tin:  “cvpdf”;  “msimsi”;  “CV(2).pdf”;
“Cocaidaubuoi.pdf” ma Co quan dicu tra thu duoc khi trich xuat dir liéu cay
may tinh thu duoc trong qué trinh khdm xét khan cap cho ¢ cua Ho Tiéu B.”

- Tai COng vin sb: 1340/CATTT - NCSC ngay 17/7/2024 va Cong van s6
1984/CATTT - NCSC ngay 08/10/2024 ctua Cuc An toan théng tin thudc Bo
Thong tin  va Truyén thong két luan: Tép tin‘file42.exe”mi
SHA?256:51011c1d15ded65c0ae4587692e3f01d7ff2f6b92b4a67e74ceddabf725e
1bda la tép tin ma doc thudc dong ma ddoc Nova Sentinel.

Ma doc trén 6 tinh nang tan cdng mang may tinh, cu thé ma doc co tinh
nang danh cap thdng tin bao gom: thdng tin may tinh, dia chi IP, thong tin
cookie, mat khau luu trén cac trinh duyét, cac tép tin trén may, sau d6 ma doc
nén dix liéu thanh tap tin. zip va giri 1én trang cd tén mién gofile.io.

Tai thoi diém danh gid, c&c tép tin “msi.msi", "no.bat", "1. msi®, “cv.pdf",
"CV(2).pdf", "Cocaidaubuoi.pdf” khdng con hoat dong, khong thé thuc hién
phan tich va dua ra két luan.



Ngay 07/8/2024 Co quan Canh sét diéu tra COng an huyén Kim Bdi tiép
tuc ban hanh Quyet dinh trung cau gidm dinh giri t6i Cuc An toan théng tin Bo
Théng tin va Truyén thdng dé giam dinh ddi vé6i cac tép tin nhu sau:

- Gidm dinh céc tép tin: “1.bat”, “Microsoft Word Document.doc”, “New
Microsoft Word Document (1).doc”, “New Microsoft Word Document (2).doc”,
“Word Document.doc”, “file143.exe”, “file.exe” 1a c4c tép tin thu duoc khi kiém
tra dién thoai di dong va Laptop ma Khoang Thanh Tr giao ndp.

- Giam dinh 01 (mét) Laptop nhdn hiéu DELL mau den, tén may:
AT3VNHKVXNOFSOX, may cii da qua str dung, may van con hoat dong la
Laptop ma Tr giao nop.

Tai Vin ban sb: 1640/CATTT - NCSC ngay 16/8/2024 va Vin ban sd
1984/CATTT-NCSC ngay 08/10/2024 cua Cuc An toan thong tin B Thong tin
va Truyén thdng két luan:

“01 (mot) Laptop nhén hiéu DELL mau den, may cu da qua suir dung, ten
may: AT3VNHKVXNOFSOX, may van con hoat dong c6 bi nhiém phan mém
doc hai (ma doc), phan mém doc hai (Ma doc) nay thudc loai ma doc “Braodo
Info Stealer” cé tinh nang do quét tai khoan Facebook luu trén cac trinh duyét
Google Chrome, Firefox, Microsoft Edge, Brave, Opera, Coc Cdc, Chromium.
Sau d6 tién hanh dang nhdp vao tai khoan kinh doanh cua cac tai khoan
Facebook do, dé thu thap céc thong tin lién quan dén s liéu kinh doanh va chi
tiéu. Dt liéu thu thap dugc sé dugc nen lai va gt téi mot kénh Telegram, dia
chi BOT la
“https://api.telegram.org/bot6888755306: AAFRKaO0_mm_S_PQytnSwoJjVkJ8
2rTOhwY™. Tép tin “Word Document.doc” €0 chira phan mém doc hai (M doc),
ma doc co tinh ning tan cdng mang may tinh, vién théng, phuong tién dién tu,
dir liéu do ma doc thu thap duogc gui tdi mot kénh Telegram, dia chi BOT la
“https.//api.telegram.org/bot6888755306:AAFRKaO0 mm_S_PQytnSwoJjVkJ8
2rTOhwY”.

Pbi v6i cac tép tin “New Microsoft Word Document (1).doc”, “New
Microsoft Word Document (2).doc”, “l.bat”, “file.exe”, “filel43.exe” do ha
tang dicu khién lién quan khong con hoat dong dan dén cac tép tin khdng con
hoat dong nén khong thé dua ra két luan”.

Vit chirng vu 4n goém:

- 01 (mot) phong bi niém phong mau trang dan kin c6 chit ky cua Nguyén

Thanh G va céc thanh phan tham gia niém phong, bén trong chtra 03 (Ba) dia
CD lan luot luu giil:

+ 01 (mot) tép  tin:  “filed2.exe” c6 md  mdbs:
“57e¢431b64b936d77d3c¢73b45d 5Sadecad” trén mat dia CD cé ghi chi:
“file42.exe”;

+ 01 (mot) tép tin: “msi.msi” ¢c6 md md5: “59¢a30023360661caadf2e52
5118¢cb72” trén mat dia CD c0 ghi chir: “msi.msi”;


https://api.telegram.org/bot6888755306:AAFRKaO0_mm_S_PQytnS

+ 01 (mot) tép tin: “no.bat” c6 ma md5: “514f6e4c599a7e4ef41d9750b
8f28bf1” trén mat dia CD ¢ ghi chit: “no.bat”.

- 01 (mot) phong bi niém phong mau trang dan kin co6 chir ky cua Dang
Pinh H va cac thanh phan tham gia niém phong, bén trong chira 01 (moét) dia
CD luu gitr:

+ 01 (mot) tép tin: “l.msi” c6 mad md5: “58b38ch5f9ad99e61180c315f
23185e2”, maSHA256:“9d3e26fd846¢c26aelff1535a9ed965bc39112a46607b901c¢
58dalc37fc470c8f” trén mat dia CD cé ghi chir: “1.msi”;

- 01 (mdt) phong bi niém phong déan kin mau tring c6 chir ky cua Hb Tiéu
B va céc thanh phan tham gia niém phong, bén trong chira 01 (m6t) USB 64GB
Kingston mau den. Bén trong USB chira tép tin cé tén: “File ma doc tren may
Ho Tieu B.rar”. Bén trong tép tin: “File ma doc tren may Ho Tieu B.rar” chura:

+ 01l (mot) tp tinn  “lmsi” c6 miA  SHA256:
“0d3¢26fd846c26ae ff1535a9¢ d965bc39ff2a46607b901c58dalc37fc470c8f.

+ 01 (mét) t&p tini  “cvpdf” c0 mid  SHA256:
“e051¢98ac82dba576e50815b 136cd60106b0e69faacd82d8eS5f171a27¢13815a”,

+ 01 (@mot) tép tin:  “msimsi” c6 md  SHAZ256:
“23¢982b62c0ced 19bb148ec b01d706b59469d9a15ec40905¢cf49fcdff6611748”.

+ 01 (mét) tép tin:  “CVQ).pdf” c6 mi  SHA256:
“fd7ca2d52e52cb742d60c 2¢329d516ae91b5¢062 1319947 cfaf53f01970a8dd”.

+ 01 @mot) tép tin: “Cocaidaubuoi.pdf” c¢6 md@ SHA256:
“72ab7beec51bb27 a210227ad47fc9793e8bbc826¢860ac69b4d605ebb75033fh.

- 01 (m6t) phong bi niém phong dan kin mau trang cO chir ky ciia Khoang
Thanh Tr va cac thanh phan tham gia niém phong, bén trong chira 01 (mét) dia
CD mau vang nhan hiéu MAXALL. Bén trong dia CD Iuu gitr:

+ 01 (mot) tép  tin:  “lbat” c6 mA  SHA256:
“Tbbe597d00f136899bf13¢1b57 95eded293£5924fc0e522a595a59b86f4€9235”.

+ 01 (moét) tép tin: “Microsoft Word Document.doc” ¢c6 ma SHA256:
“af1e66aee91b655b7b81366a04913b6a74157949¢743b42b48¢c164ec70f8a874.

+ 01 (mdt) t&p tin: “New Microsoft Word Document (1).doc” c60 méa
SHA256:
“ca5c8004fh6373alfc670bd6bdalda294492ed8008beb131a435a72982f3 ecfd”.

+) 01 (mdt) tép tin: “New Microsoft Word Document (2).doc” cO méa
SHA256:
“785b301e8cf564bacd07fa0e65fad0b9f60b2e0d4tb74a457fc98187ea90 09fd”.

+ 01 (mét) tép tin: “Word Document.doc” c6 mad SHAZ256:
“08897e76661796ef73518594b4786c06711591df482963a7339f76687bd36b1b”.

+ 01 (mot) tép tin: “file143.exe” cO ma SHA256:
“Tad6e8d4ca2c3756885cc916021fee0798fd5a2751844bd24dcbd9616271198b.



+ 01 (mot) tép tin:  “fileexe” c¢c6 m@&  SHA256:
“6de64d0b30fa86f8ad9a831c885c¢d54ct08c2¢5ebf0f66f32951F522241fdfbd”.

CAc tap tin néu trén luu gitr theo hd so vy an.

+ 01 (mét) cay may tinh mau den co chiéu rong 30cm, dai 40cm, cao
38cm, bén trong c6 01 6 ctrng nhén hiéu Kingston SNVS500G, c6 serialnumber:
0000-0000-0000-0000-0026-B768-56B0-C005, tinh trang da qua sir dung.

+ 01 (mot) dién thoai di dong nhan hiéu IPHONE 14 mau tim s6 IMEIL:
354542503570957; IMEI2: 354542503607247, may cii da qua su dung.

+ 01 (mét) dién thoai di dong nhan hiéu IPHONE 11 PRO, sb may:
MWC32KH/A; s6 sé-ri: DNPZH355N6Y 3, may cii da qua st dung.

+ 01 (moét) Laptop nhdn hiéu DELL mau den, tén may:
AT3VNHKVXNOFSOX, may cii da qua sir dung.

- Trong giai doan diéu tra Cong an huyén Kim BO6i, tinh Hoa Binh ban
hanh Lénh phong toa tai khoan s6: 302/LPT - DTTH ngay 27/8/2024, so tai
khoan 62666262xxx cua Ho Tiéu B tai Ngan hang TMCP Quan doi.

- Co quan diéu tra di tra lai cho chu so hiru hop phap la anh anh Pang
Dinh H: 01 (m6t) Laptop nhan hiéu DELL mau bac, model: Inspiron 5547.

C4o trang sd: 01/CT - VKS ngay 11 thang 12 nim 2024 va thong bao vé
viéc stra chita, dinh chinh céo trang s6: 01/TB - VKSKB ngay 16/12/2024 cua
Vién Kiém sét nhan dan huyén Kim B6i, tinh Hoa Binh truy t6 bi co HO Tiéu B
vé toi Mua ban, tang cho phan mém dé str dung vao muc dich trai phép luat, quy
dinh tai diém b khoan 2 Diéu 285 cta Bo luat Hinh su. Khoang Thanh Tr vé toi
Xam pham trai phép vao mang may tinh cta nguoi khac, quy dinh tai khoan 1
Diéu 289 ctia Bo luat Hinh sy.

Tai phién toa dai dién Vién kiém sét, giit nguyén quyét dinh truy t6 doi
v6i bi cdo Ho6 Tiéu B va Khoang Thanh Tr, dé nghi Hoi dong xét xur (HPXX)
tuyén b bi cdo H6 Tiéu B pham tdi: Mua ban, ting cho phan mém dé sir dung
vao muc dich trai phap luat. Khoang Thanh Tr pham t6i Xam nhap trai phép
vao mang may tinh ctia nguoi khac.

- Ap dung diém b khoan 2 Piéu 285 diém s khoan 1, khoan 2 Piéu 51,
Diéu 35 ctia B9 luat Hinh sy.

+ Xir phat tién H6 Tiéu B tir 100.000.000 dén 120.000.000 dong.

- Ap dung khoan 1 Piéu 289 diém s khoan 1, khoan 2 Piéu 51, diém g
khoan 1 Biéu 52, Biéu 91, 99 Diéu 35 ciua Bo luat Hinh su.

+ Xir phat tién Khoang Thanh Tr tir 50.000.000 dén 60.000.000 dong

- V& hinh phat b sung bj cao Hb Tiéu B hién dang |2 sinh vién, dang hoc
tap nén khong ap dung hinh phat bd sung quy dinh tai khoan 4 Diéu 285 cta B
luat Hinh su.

- Vé vat chirng: Dé nghi 4p dung Diéu 47 ctia BLHS va biéu 106 cua
BLTTHS.



- Béi véi cac dia CD gdém:

- 01 (mot) phong bi niém phong mau trang dan kin cé chit ky ctia Nguyén
Thanh G va cac thanh phan tham gia niém phong, bén trong chtra 03 (ba) dia CD
lan luot luu gitr:

+ 01 (mot) tép  tin:  “filed2.exe” c¢c6 md  mdb5:
“57e¢431b64b936d77d3c¢73b45d 5Sadecad” trén mat dia CD cé ghi chi:
“file42.exe”;

+ 01 (mot) tép tin: “msi.msi” ¢c6 md md5: “59¢a30023360661caadf2e52
5118cb72” trén mat dia CD c0 ghi chit: “msi.msi”;

+ 01 (mét) tép tin: “no.bat” cd6 md@ md5: “514f6e4c599a7e4ef41d9750b
8f28bf1” trén mat dia CD ¢ ghi chit: “no.bat”.

- 01 (mot) phong bi niém phong mau tring dan kin co6 chir ky cua Ding
binh H va cac thanh phan tham gia niém phong, bén trong chira 01 (mét) dia
CD luu gitr:

+ 01 (mot) tép tin: “1.msi” ¢c6 ma md5: “58b38cb59ad99e61180c¢315f
23185¢2”, ma SHA-256:
“0d3e26fd846c26ae11f1535a9¢d965bc39112a46607b901  c58dalc37fc470c8f”
trén mat dia CD c0 ghi chir: “1.msi”;

- 01 (mdt) phong bi niém phong dan kin mau trang c6 chir ky cua Ho Tiéu
B va céc thanh phan tham gia niém phong, bén trong chira 01 (mot) USB 64GB
Kingston mau den. Bén trong USB chura tép tin cd tén: “File ma doc tren may
Ho Tieu B.rar”. Bén trong tép tin: “File ma doc tren may Ho Tieu B.rar” chua:

+ 01 (mot) tép tin: “l.msi” co ma  SHA256:
“9d3e26fd846¢c26ael ff1535a9¢ d965bc39112a46607b901c58dalc37fc470c81”.

+ 01 (mét) t¢p tin:  “cvpdf” c6 mad  SHA256:
“e051c98ac82dba576e50815b 136cd60106b0e69faacd82d8e5f171a27c13815a”.

+ 01 (@mot) tép tin:  “msimsi” c6 mad  SHA256:
“23¢982b62c0ce419bb148ec b01d706b59469d9al 5ec40905cf49fcdffo611748”.

+) 01 (@mot) tép tini “CVQR).pdf” c¢c6 md@ SHA256:
“fd7ca2d52e52cb742d60c 2¢329d516ae91b5e¢06213f99¢47cfaf53f01970a8dd”.

+ 01 (mot) tép tin: “Cocaidaubuoi.pdf” c¢6 ma SHAZ256:
“7T2ab7beec51bb27 a210227ad47fc9793e8bbc826¢860ac69b4d605ebb75033fh.

- 01 (mdt) phong bi niém phong dan kin mau trang cO chir ky ciia Khoang
Thanh Tr va cac thanh phan tham gia niém phong, bén trong chira 01 (mét) dia
CD mau vang nhdn hiéu MAXALL. Bén trong dia CD Iuu gitr:

+ 01 (mot)  tép  tin: “l.bat”  ¢O md  SHAZ256:
“Tbbe597d00f136899bf13¢c1b57 95e¢4ed293159241c0e522a595a59b8614¢9235”.

+ 01 (moét) tép tin: “Microsoft Word Document.doc” ¢c6 ma SHA256:
“af1e66aee91b655b7b81366a04913b6a74157949¢743b42b48c164ec70f8a874.



+ 01 (mot) tép tin: “New Microsoft Word Document (1).doc” c6 méa
SHAZ256:
“ca5c80041b6373alfc670bd6bdalda294492ed8008beb131a435a7298213 ectfd”.

+ 01 (mdt) tép tin: “New Microsoft Word Document (2).doc” c6 méa
SHA256:
“785b301e8cf564bac407fa0c65fad0b9f60bf2e0d4tb74a457fc98187¢a90 09fd™.

+ 01 (mot) tép tin: “Word Document.doc” c¢6 md SHA256:
“08897e¢76661796ef73518594b4786c06711591df482963a7339f76687bd36b1b™.

+) 01 (mot) tép tin: “file143.exe” cd ma SHA256:
“Tad6e8d4ca2c¢3756885¢c916021fee0798fd5a275t844bd24dcbd9616271198b”.

+ 01 (mot) tép tin:  “fileexe” c¢c6 md  SHA256:
“6de64d0b30fa86f8ad9a831c885cd54cf08c2¢c5ebf0f661329511522241fdfbd”.

- Pay la cac vat ching chimg minh hanh vi pham tdi cta bi c40 can luu
gitt theo ho so vu an.

+ 01 (mdt) cdy may tinh mau den c6 chiéu rong 30cm, dai 40cm, cao
38cm, bén trong c6 01 6 cting nhén hié¢u Kingston SNVS500G, c6 serialnumber:
0000-0000-0000-0000-0026-B768-56B0-C005, tinh trang da qua str dung.

+ 01 (mot) dién thoai di dong nhan hiéu IPHONE 14 mau tim sb IMEIL:
354542503570957; IMEI2: 354542503607247, tinh trang may cti da qua sur
dung khong kiém tra chat luong bén trong dién may tinh va dién thoai cua Ho
Tiéu B 14 cong cu bi c&o duing vao viéc pham toi can tich thu sung ngan sach nha
nudc.

+ 01 (mét) dién thoai di dong nhan hi¢u IPHONE 11 PRO, s6 may:
MWC32KH/A; s6 sé-ri: DNPZH355N6Y3, may ci da qua st dung tra lai
Khoang Thanh Tr khong lién quan dén hanh vi pham t4i cta bi cao.

+ 01 (mét) Laptop nhan hi¢u DELL mau den, tén may:
AT3VNHKVXNOFSOX, may cti da qua st dung, may van con hoat dong khong
kiém tra thiét bi bén trong, may tinh cta 6ng V éng khong biét bi Khoang Thanh
Tr dung vao viéc pham tdi nén tra lai cho 6ng.

- Truy thu ctia H6 Tiéu B sd tién: 850.000 dong do pham toi ma co.

- Tiép tuc phong toa tai khoan sb: 62666262xxx ciia H6 Tiéu B, sd tién
phong toa 13.474.274 VND tai Ngan hang TMCP Quan doi Chi nhanh Hoa
Binh dé dam bao thi hanh an.

Tai phién toa bi c4o Ho Tiéu B va Khoang Thanh Tr da khai nhan hanh vi
ctia minh nhu Céo trang da truy td, cac bi cao dong ¥ voi toi danh, diéu luat ap
dung va hinh phat ma dai dién Vién kiém sé&t dé nghi ap dung d6i voi c4c bi céo,
khong bi c4o nao c6 y kién tranh ludn, bi cdo dé nghi Hoi dong xét xtr xem xét
cho bi cdo dugc hudong mirc phat tién nhe nhat

- P6i voi bi hai trong ho so va don xin xét xir vang mit, khdng yéu cau bi
cao Tr boi thuong va xin giam nhe hinh phat cho bi cao.
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- Poi v&i nguoi ¢6 quyen loi nghia vu lién quan anh Nguyén Thanh G va
bang binh H, trong hd so thé hién khong c6 ¥ kién yéu cau gi d6i voi sb tién da
ding mua phan mém cta Ho Tiéu B.

- Bdi véi Nguyén Hopg Th trong hd so khai nhén da nhiéu 1an bén céc file
mé& doc cho B tir 300.000 dong dén 1.000.000 dong tir khoang thang 4/2024 file
cuoi la khoang thang 6/2024.

- Béi voi 6ng Khoang Van V trong hd so va don xin xét xir véng mat,
viéc 0ng cho bi cao Khoang Thanh Tr mwon may tinh 6ng khong biét Tr sur
dung vao muc dich trai phap luat va dé nghi duogc tra lai chiéc may tinh.

NHAN PINH CUA TOA AN:

Trén co sé ndi dung vu &n, cin ctr VAo c4c tai lidu trong ho so vu an da
duoc tranh tung tai phién toa, Hoi dong xét xur nhan dinh nhu sau:

[1] Vé hanh vi, Quyét dinh Té tung: Co quan diéu tra huyén Kim Boi,
Piéu tra vién, Vién klem sat nhan dan huyén Kim BOi, Klem sat vién trong qua
trinh diéu tra truy t6 da duoc thuc hién theo ding thAm quyén, trinh tu thi tuc
theo quy dinh ciia Bo luat T6 tung hinh sy. Trong qué trinh diéu tra va tai phién
tda bi c4o, bi hai va ngudi tham gia té tung khac khong cd v kién hoic khiéu nai
vé hanh vi, quyét dinh ciia co quan tién hanh té tung va ngudi tién hanh t6 tung.
Do d6, cac hanh vi, quyét dinh t6 tung ctia Co quan tién hanh té tung, nguoi tién
hanh t6 tung da thuc hién déu dung trinh ty thu tuc, theo quy dinh cua Bo luat
T4 tung hinh su.

[2] Vé hanh vi cia bi cdo: Tai phién tda bi cdo HO Tiéu B va Khoang
Thanh Tr da khai nhan toan bd hanh vi ciaa minh. Xét 161 khai cua cac bi cao,
phU hop véi 101 khai ctia bi hai, ngudi c6 quyén loi nghia vu lién quan, cing céc
tai liéu chimg cr c6 trong hd so vu &n duoc tham tra cdng khai tai phién toa.
HDXX xét thay: Khi ¢6 nguoi hoi va dit mua méa doc, Ho Tieu B mua ma doc
dang Nova c6 du6i “.exe”(dong ma doc lay cap théng tin) tir trang Telegram co
dia chi nudc ngoai veé roi tao BOT (may chu do) trén nén tang Discord cua B va
ban cho nguoi c6 nhu cau. Ngoai ra, B con mua cac ma doc dugce tao ra thanh
cac tép tin o dudi “.bat”, “.msi”, “.png”, “.doc”, “xIs”,... do Nguyén Hong Th
san xuét, tao ra véi gia tir khoang 300.000 (Ba tram nghln) dong dén 1.000.000
(mot triéu) dong va mua phan mém Deface (c6 tinh ning loc, trich xuat cac dir
liéu bi 10 thdng tin tai khoan, quan tri).

H6 Tiéu B con dung tng dung Discord véi tén nguoi ding
“HaToKi[HoTieuB]” dé ban ma doc Nova va dung cac loai md doc mua tir
Nguyén Hong Th ban cho khach hang. B sir dung kénh Telegram cé tén
“HoTieuB Service” (dudng dan “https://t.me/hotieubaoservice™) va tai khoan
Telegram c6 tén “@hotieub03” dé ban cac dich vu kiém tra thong tin, toa do, dia
chi ctia ngudi ding do B thu thap, chiém doat duoc tir nhiéu ngudn khéc nhau. B
cling st dung kénh Telegram tén “HoTieuB Service” dé ban phan mém tan cong
tir chéi dich vu do B sao chép trén mang va stra thanh tén “HATOKI V4” (trudc
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d6 con c6 cac phién ban “HATOKI V3, V2, V17) nham muc dich danh sap cac
website trong va ngoai nudc; ban dich vu tdn cbng, Rip/Report (danh sap/bao
cao) cac tai khoan mang Xa hoi nhu: Facebook, Tiktok, Instagram... ban dich vu
m¢ khoa céc tai khoan mang Xa8 hoi Facebook, Tiktok... da bi khoa.

Anh Nguyén Thanh G, thay Ho Tiéu B quang céo cac file da lap trinh sin
nén ngay 19/4/2024, anh G sir dung tai khoan Zalo c6 tén “Thuy Tr” dé mua céc
file da 1ap trinh cua HO Tiéu B, HO Tiéu B di gui 02 tép tin mau c6 tén
“msi.msi” va “no.bat” cho anh G xem truéc. Sau khi trao doi, anh G dong y mua
tép tin c6 dudi “.exe” ctia HO Tiéu B véi s tién 850.000 (Tam trim nim muoi
nghin) dong. Sau d6 B vao trang NOVA cua mang xa hoi Telegram (la trang
chuyén ban ma doc ¢ nudc ngoai) dé dat mua tép tin ma doc cd dudi “.exe”.
Trang NOVA tao ra dang ma doc dudi “.exe” c6 tén “file42.exe” va giri vé cho
B qua Telegram. Sau khi tai md doc vé may tinh, B tao mot kénh BOT trén nén
tang Discord c6 tén HaToKi[HoTieuB] roi gui tép tin ma doc tén “file42.exe”
cho anh G qua trang DISCORD, anh G chuyén s6 tién 850.000 (Tam tram nam
muoi nghin) dong cho B qua s6 tai khoan: 62666262xxx cua ngan hang MB
Bank, chu tai khoan: HO TIEU B. Sau khi nhan tién, B lién hé huéng dan anh G
cach str dung tép tin file42.exe va cach truy cap Discord.

Vao thang 6 nam 2024, anh DBang Pinh H, st dung tai khoan Telegram co
tén: “Dinh H” lién hé vé&i tai khoan Telegarm cua H6 Tiéu B cO tén
“@MMOVIP247” d¢ héi mua tép tin da 1ap trinh sin dé nghién ciru, hoc hoi. B
gui cho anh H hai tép tin ¢ tén “no.bat” va “msi.msi” dé anh H tham khao. Sau
khi trao doi, thong nhat thi anh H da dong y mua tép tin c6 dudi .msi voi gia
4.222.000 (Bén triéu hai tram hai muoi hai nghin) déng. Anh H d3 chuyén
khoan trudc cho B sb tién 2.550.000 (Hai triéu ndm trim nim muoi nghin) dong
qua tai khoan ngan hang Vietcombank c6 sb tai khoan: 1044300134, chu tai
khoan NGUYEN THI S d¢ coc. Sau khi nhén coc tién tir anh H, B lién h¢ voi
Nguyén Hoéng Th dé dit mua ma doc c6 dudi .msi. Th sau khi tao ra ma doc thi
gii ma doc o tén “1.msi” cho B qua Telegram, B tra cho Th sé tién 300.000
(Ba trdm nghin) dong. Sau khi nhan ma doc tir Th, B tai tép tin ma doc co tén
“].msi” vé va giri cho anh H qua Telegram. Anh H chuyén nét cho B sé tién:
1.672.000 (Mot triéu sau tram bay muoi hai nghin) dong qua tai khoan.

Khoang thang 4/2024, Tr da mua 01 (Mot) ma doc dang botnet co dudi
“ doc” tir B. Khi Tr dat mua ma doc, B lién hé véi Nguyén Hong Th dé Th tao ra
mot ma doc cd dudi “.doc”. CO dugc tép tin ma doc dang dudi “.doc”, B ban cho
Tr véi gia 6.222.000 (S4u triéu hai tram hai muoi hai nghin) déng. Tr sau khi
nhan duoc ma doc tir B da rao ban ma doc trén mang xa hoi va dugc mot ngudi
lién lac hoi mua ma doc trén qua Telegram. Tr dng y ban ma doc mua tir B cho
ngudi Ny véi gid 6.000.000 (Sau triéu) dong. Mot thoi gian sau, Tr tiép tuc hoi
mua tir B 01 (mot) ma doc dang dudi “.exe” dé vé str dung. B tiép tuc lién hé véi
Nguyén Hong Th dé dat mua mot ma doc dang “.exe”. Sau khi nhan dugc mi
doc co duoi “.exe” tir Th, B ban cho Tr vai gid 2.550.000 (Hai triéu nam tram
nam muoi nghin) déng. Tr sau khi mua dugc ma doc tir B thi cling dang rao béan
nhung khéng c6 nguoi mua, sau d6 Tr da phat tin ma doc trén dén ban bé va
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nhiéu trang, nhdm trén c4c nén tang mang X& hoi va thu dugc mot sé dir lidu
chuyén vé BOT trén nén tang Discord ma B tao ra rdi thém Tr vao BOT dé xem.
Hién tai BOT trén da bi nén tang tu dong x0a bo, khong con hoat dong, B con
chinh sira c4c tép tin ma doc c6 dudi “.exe” co tir trudc d6 roi giri cho Tr bao Tr
dem di phét tan dé thu dir liéu v&. Tr guii cac mA doc trén cho nhiéu ban be,
nhiéu cac trang, nhom trén nhiéu nén tang nhung khdng thu dugce dit lidu.

Khoang Thanh Tr con mua tur Hd Tiéu B 01 (m6t) phan mém “Deface”
(phan mém trich, loc thdng tin) véi gia 2.550.000 (Hai tri¢u nam trdm nam muoi
nghin) dong. Phan mem nay do Hb Tiéu B mua ctia mot tai khoan Telegram c6
tén “Aka?Mi Tr” rdi ban lai cho Khoang Thanh Tr. Khi ban phan mém trén cho
Tr, H6 Tiéu B ciing gui kém nhiéu dir liéu vé cac website bi 16 thng tin cho
Khoang Thanh Tr.

Sau khi mua phan mém tir B, khoang thang 4/2024 Tr da xam nhap tréi
phép vao trang so lién lac dién tir cta trudng Trung hoc co s xa Tién Ph, huyén
Phu N, tinh Phu Tho c0 dia chi: “http://eaenzszzessgdphutho.vnedu.vn/v3/” va
stra diém ctia cac hoc sinh 16p 6A, hoc ki 2 mén Toan thanh 9 diém kém theo
nhan xét: “dat em nhé a la Hacker By HoVietT”. Ngoai ra, Tr con xam nhap trai
phép vao Website cua trudong Trung hoc pho théng Linh Tr, phuong Linh Tr,
TP. Th, TP. Ho Chi Minh gy mat quyén truy cap, thay dbi giao dién, thay doi
ndi dung.

Ngoai ra H6 Tiéu B di gui tang cho Khoang Thanh Tr goém: “I.bat™;
“Microsoft Word Document.doc”; “New Microsoft Word Document (1) .doc”;
“New Microsoft Word Document (2).doc”; “Word Document.doc”.

- Tai CONng van sb: 1340/CATTT - NCSC ngay 17/7/2024 va Cong vin sb
1984/CATTT - NCSC ngay 08/10/2024 cta Cuc An toan thdng tin thudc Bo
Thong tin va Truyén thong két luan: Qua phan tich, Cuc An toan théng tin xac
dinh tép tin“file42.exe”ma SHA-256:
51011cld15ded65c0ae4587692e3f01d7ff2f6b92b4a67e74ceddabf725elbda la
tép tin m& doc thuoc dong méd doc Nova Sentinel.

Ma ddc trén co tinh nang tan cdng mang may tinh, cu thé ma doc co tinh
nang danh cap thdng tin bao gom: thdng tin may tinh, dia chi IP, thong tin
cookie, mat khau luu trén céc trinh duyét, cac tép tin trén may, sau d6 ma doc
nén dix liéu thanh tap tin .zip va giri 1én trang cé tén mién gofile.io.

- Tai Vin ban sb: 1640/CATTT - NCSC ngay 16/8/2024 va Vin ban sb
1984/CATTT - NCSC ngay 08/10/2024 ctia Cuc An toan thong tin Bo Thong tin
va Truyén thong két luan: 01 (mot) Laptop nhan hiéu DELL mau den, may cii da
qua st dung, t&n may: AT3VNHKVXNOFSOX, may van con hoat dong co bi
nhiém phan mém doc hai (M doc), phan mém doc hai (MA doc) ndy thuode loai
méa doc “Braodo Info Stealer” c0 tinh nang do quét tai khoan Facebook Iuu trén
cac trinh duyét Google Chrome, Firefox, Microsoft Edge, Brave, Opera, Cdc
Cdc, Chromium. Sau d6 tién hanh dang nhap vao tai khoan kinh doanh cua cac
tai khoan Facebook d6, dé thu thap cac thong tin lién quan dén sb liéu kinh
doanh va chi tiéu. D@ liéu thu thap dugc s€ dugc nén lai va gui téi mot kénh
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Telegram, dia chi BOT la
“https://api.telegram.org/bot6888755306: AAFRKaO0 mm S PQytnSwoJjVkJ8
2rTOhwY”. Tép tin “Word Document.doc” ¢ chira phan mém ddc hai (ma doc),
ma doc c6 tinh ning tdn cdng mang may tinh, vién théng, phuong tién dién tu,
dir liéu do ma doc thu thap duoc gii t6i mot kénh Telegram, dia chi BOT la
“https://api.telegram.org/bot6888755306: AAFRKaO0_mm_S_PQytnSwoJjVkJ8
2rTOhwY™.

Nhu vay hanh vi ciia HO Tiéu B di ban ma doc cho anh Nguyén Thanh G
tép tin “file42.exe” la tép tin ma doc thudéc dong ma doc Nova Sentinel. M& doc
trén ¢ tinh niang tin cong mang may tinh, cu thé ma doc co tinh nang danh cap
thong tin bao gdom: théng tin may tinh, dia chi IP, thong tin cookie, mat khau luu
trén cac trinh duyét, cac tép tin trén may, sau d6 ma doc nen dir liéu thanh tap
tin. zip va gui 1én trang c6 tén mién gofile.io va tang cho Khoang Thanh Tr, mot
Tép tin “Word Document.doc” ¢6 chira phan mém ddc hai (ma doc), ma doc co
tinh nang tan céng mang may tinh, vién théng, phuong tién dién tir, dir liéu do
m& doc thu thap dugc gui téi mot kénh Telegram, dia chi BOT Ila
“https://api.telegram.org/bot6888755306: AAFRKaO0_mm_S_PQytnSwoJjVkJ8
rTOhwY”, di c4u thanh t6i Mua bén, ting cho phan mém dé sir dung vao muc
dich trai phap luat, theo quy dinh tai diém b khoan 2 Diéu 285 cta B luat Hinh
su.

Hanh vi ctia Khoang Thanh Tr di st dung phan mém Deface, sau d6 Tr
d3 xam nhép trai phép vao mang may tinh vao trang so lién lac dién tir cua
treong Trung hoc co s& xa Tién Ph, huyén Phu N, tinh Phd Tho c6 dia chi:
“http://eaenzszzessgdphutho.vnedu.vn/v3/” va sira diém cua cac hoc sinh 16p
6A, hoc ki 2 mon Toan thanh 9 diém kém theo nhan xét: “dat em nhé a Ia
Hacker By HoVietT” va xdm nhap trai phép vao Website cua truong Trung hoc
pho théng Linh Tr, phuong Linh Tr, TP Th, TP H6 Chi Minh lIam mat quyén
truy cép, thay doi giao dién, thay doi noi dung, da ciu thanh toi Xam nhap tréi
phép vao mang may tinh ciia nguoi khéac, quy dinh tai khoan 1 Diéu 289 cua Bo
luat Hinh su.

C4o trang ctia Vién kiém sat nhan dan huyén Kim B6i, tinh Hoa Binh truy
to va 101 luan toi ctia Kiém sat vién tai phién toa la co can ctr, dang phap luat.

[3] Xét tinh chdt mirc dg nguy hiém ciia hanh vi, nhan than, cac tinh riét
tang nang, giam nhe trach nhiém hinh su cua bi céo:

- Bi c4o HO Tiéu B va Khoang Thanh Tr 1a ngudi c6 diy du ning luc
tréch nhiém hinh sy. Hanh vi cta céc bj cdo mua ban, tang cho phan mém dé str
dung vao muc dich trai phap luat va xam nhap trai phep vao mang may tinh cua
ngudi khac 1a nghiém trong, Xdm pham truc tlep dén hoat dong quan 1y cua nha
nuéc d6i voi linh vuc cong nghé thong tin va ché do quan 1y an ninh mang,
quyén loi ctia to chire, gdy nguy hiém cho x& hoi, 1am mét trat tu an toan xa hoi,
nén phai c6 mirc hinh phat tuong xtmg véi hanh vi ciia cac bi céo, dé ran de va
phong ngtra toi pham.
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- V& nhan than cé4c bi cdo c6 nhan than tét truée khi pham toi, khdng co
tién an, tién su.

- V& tinh tiét ting niang bi cao Khoang Thanh Tr c6 tinh giét ting nang
trach nhiém hinh sy la pham t6i hai lan tr¢ 1én, quy dinh tai diém ¢ khoan 1
biéu 52 cua BLHS.

- C4c bi cao c6 cac tinh tiét giam nhe 13, thanh khan khai béo, dn nin héi
cai, déu dang 1 sinh vién. Bi cao Khoang Thanh Tr cd thém tinh tiét giam nhe 12
nguoi dan toc thiéu sb, bi hai c6 don xin giam nhe, bi céo bi bénh suy than man
tinh. Pay 14 tinh tiét giam nhe trach nhiém hinh su quy dinh tai diém s khoéan 1
va khoan 2 Piéu 51 ctua Bo luat Hinh sy can ap dung cho cac bj céo.

Khi bi cdo Khoang Thanh Tr, xdm nhéap trai phép vao mang may tinh cta
truong THCS Tién Ph va Truong THPT Linh Tr vao thang 4 nam 2024, khi
pham toi bi c40 méi 17 tudi 07 thang can &p dung nhitng quy dinh d6i voi ngudi
dudi 18 tudi pham toi dé xir phat bi c&o, theo quy dinh tai Piéu 91 cta Bo luat
Hinh su.

Can ctr vao quy dinh ctia Bo luat Hinh su, tinh chat mérc do nguy hiém
cho x& hoi cua hanh vi pham toi, nhan than caa bi céo, tinh tiét giam nhe trach
nhiém hinh sy. HDXX xét thiy hanh vi pham toi ctia cac bi c4o déu do dam mé
cong nghé théng tin 1a sinh vién muc dich mua ban, ting cho phan mém va xam
pham trai phép mang may tinh cua nguoi khac, nham muc dich quang cao tinh
nang cta phan mém, ky ning st dung cong nghé, de ban phan mém nham thu
lg1, ngoai thoi gian hoc tap cac bi cao con lam thém vé linh vue cong ngh¢ thong
tin c6 thu nhap. Do vay chi can 4p dung phat tién 12 hinh phat chinh, theo quy
dinh tai Piéu 35 cua Bo luat Hinh su, cling di dé rin de va phong ngira toi
pham, dé cac bi céo tiép tuc ¢ co hodi hoc tip, thé hién tinh nhan vin khoan
hdng cua phap luat, gilp cac bi céo tré thanh céng dan tot cho x& hoi. Nhu dé
nghi cta dai dién Vién kiém sat 1a c6 cin ctr duge Hoi dong xét xtr chap nhén.

[4] Ve hinh phat b6 sung: Xét thay Ho Tiéu B hién dang la sinh vién, dang
hoc tap nén khéng ap dung hinh phat bo sung quy dinh tai khoan 4 Diéu 285 cua
B6 luat Hinh su.

[5] Vé trach nhi¢m dan sy Trudng Trung hoc co s¢ Xa Tién Ph va truong
Trung hoc pho thdng Linh Tr sau khi bi tan cdng mang may tinh, da tu khac
phuc lai va khong yéu cau bi cao Khoang Thanh Tr boi thuong thiét hai nén
HDXX khong xem xét.

[6] Vé vt chitng ciia vu &n:

+ 01 (mot) cay may tinh mau den c6 chiéu rong 30cm, dai 40cm, cao
38cm, bén trong c6 01 6 ctrng nhén hiéu Kingston SNVS500G, c6 serialnumber:
0000-0000-0000-0000-0026-B768-56B0-C005, tinh trang da qua str dung.

+ 01 (mot) dién thoai di dong nhan hiéu IPHONE 14 mau tim sé IMEI1:
354542503570957; IMEI2: 354542503607247, da qua str dung.
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May tinh va dién thoai la cong cu bi cdo Ho6 Tiéu B dung vao viéc pham
t0i can tich thu phat mai sung ngan sach nha nudec.

- Truy thu ctia H6 Tiéu B sd tién: 850.000 dong do pham toi ma co.

- Can tiép tuc phong toa tai khoan sb: 62666262xxx cua Ho Tiéu B, sd
tien phong toa 13.474.274 VND tai Ngan hang TMCP Quan d6i Chi nhanh Hoa
Binh @& dam bao thi hanh an.

+ 01 (mot) dién thoai di dong nhan hiéu IPHONE 11 PRO, s6 may:
MWC32KH/A; s6 sé-ri: DNPZH355N6Y3, may cii da qua st dung do khong
lién quan dén hanh vi pham t6i nén tra lai cho Khoang Thanh Tr.

+ 01 (moét) Laptop nhdn hiéu DELL mau den, tén may:
AT3VNHKVXNOFSOX, may cii da qua stir dung, may tinh la tai san cua 6ng Vi
do Tr muon nén tra lai cho dng, theo quy dinh tai Diéu 47 ciia BLHS va Diéu
106 BLTTHS.

- Doi v6i 01 (mdt) phong bi niém phong mau trang dan kin c6 chir ky cua
Nguyen Thanh G va cac thanh phan tham gia niém phong, bén trong chira 03
(ba) dia CD can luu gitt theo ho so vu an:

+ 01 (mot) t¢p  tin: “file42.exe” €O ma  md5:
“57e¢431b64b936d77d3¢73b45d Sadecad” trén mat dia CD cd ghi chir:
“file42.exe”;

+ 01 (mot) tép tin: “msi.msi” ¢cO ma& md5: “59¢a30023360661caadf2eS52
5118cb72” trén mat dia CD c0 ghi chit: “msi.msi”;

+ 01 (mdt) tép tin: “no.bat” c6 Mm@ md5: “514f6e4c599a7e4ef41d9750b
8f28bf1” trén mat dia CD ¢ ghi chit: “no.bat”.

- 01 (mot) phong bi niém phong mau triang dan kin c6 chir ky cua Dang
binh H va cac thanh phén tham gia niém phong, bén trong chira 01 (moét) dia
CD luu gitr:

+ 01 (mot) t&p tin: “l.msi” cO Mm@ md5: “58b38cb59ad99e¢61180c¢315f
2318527, ma SHA-256:
“0d3e26fd846¢c26aelf1535a9ed965bc39ff2a46607b901  cS58dalc37fc470c8f”
trén mat dia CD c0 ghi chir: “1.msi”;

- 01 (mat) phong bi niém phong dan kin mau trang c6 chit ky cua Ho Tiéu
B va céc thanh phan tham gia niém phong, bén trong chira 01 (mot) USB 64GB
Kingston mau den. Bén trong USB chura tép tin c6 tén: “File ma doc tren may
Ho Tieu Bao.rar”. Bén trong tép tin: “File ma doc tren may Ho Tieu B.rar”
chtra:

+ 01 (mot)  tép  tin: “l.msi”  ¢O mad  SHA256:
“9d3e26fd846¢c26aclff1535a9¢ d965bc39{12a46607b901c¢58dalc37fc470c81™.

+ 01 (mét) t&p tin:  “cvpdf” c6 mad  SHAZ256:
“e051c98ac82dbas576e50815b 136cd60106b0e69faacd82d8e5f171a27¢c13815a”.
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+ 01 (@mot) tép tin:  “msimsi” c6 mad  SHA256:
“23¢982b62c0ce419bb148ec b01d706b59469d9al 5ec40905cf49fcdffo611748”.

+ 01 (mot) tp tin: “CV(Q2).pdf” cb ma  SHAZ256:
“fd7ca2d52e52cb742d60c 2¢329d516ae91b5e06213199¢47cfaf53f01970a8dd™.

+ 01 (mot) tép tin: “Cocaidaubuoi.pdf” c¢6 ma SHAZ256:
“72ab7beec51bb27 a210227ad471c9793e8bbc826c860ac69b4d605ebb750331b”.

- 01 (mot) phong bi niém phong dan kin mau trang 0 chit ky ciia Khoang
Thanh Tr va cac thanh phan tham gia niém phong, bén trong chira 01 (mét) dia
CD mau vang nhdn hiéu MAXALL. Bén trong dia CD Iuu gitr:

+ 01 (mot) tp tinm  “lbat” c6 mi  SHA256:
“Tbbe597d00f136899bf13c1b57 95e4ed293£5924fc0e522a595a59b86469235”.

+ 01 (mot) tép tin: “Microsoft Word Document.doc” ¢c6 ma SHA256:
“afle66aee91b655b7b81366a04913b6a74157949¢743b42b48c164ec70f8a874.

+ 01 (mdt) t&p tin: “New Microsoft Word Document (1).doc” c6 méa
SHA256:“ca5¢8004fb6373alfc670bdobdal da294492e¢d8008beb131a435a72982
f3 ecfd”.

+ 01 (mdt) t&p tin: “New Microsoft Word Document (2).doc” c6 méa
SHA256:“785b301e8cf564bae407fa0c65tad0b9t60bf2e0d41tb74a457{c98187ea9
0 09fd”.

+ 01 (mdt) tép tin: “Word Document.doc” c60 ma SHA256:
“08897e76661796ef73518594b4786c0671159fdf482963a7339f76687bd36b1b”.

+ 01 (mot) t&p tin: “filel43.exe” ¢c6 md@ SHA256:
“Tad6e8d4ca2c3756885cc916021fec07981fd5a275t844bd24dcbd9616271198b”.

+ 01 (mot) tép tin:  “fileexe” c¢c6 md@  SHA256:
“6de64d0b30fa861f8ad9a831c885cd54cf08c2¢c5ebf0f661329515222411dfbd”.

bay la phan mém chimg minh hanh vi pham toi ctia cac bi céo can luu giir
theo ho su vu an.

[7]1 Déi véi céc van dé khac:

- Doi v6i anh Nguyén Thanh G ¢é mua ma doc cua HO Tiéu B 850.000
dugc xac dinh |a tién do bi cao pham tdi ma co can phai truy thu sung ngan sach
nha nudc ma khong tra lai cho anh G, dugc quy dinh tai Bieu 47 BLHS va biéu
106 cua BLTTHS.

- P6i voi cac giao dich mua ban phan mém giita H6 Tiéu B va anh Piang
Pinh H sé tién 4.220.000 dong; B béan 1an 1 cho Khoang Thanh Tr 6.222.000
dong Tr ban lai cho ngudi mua khéng xac dinh duoc s tién 6.000.000 dong, 1an
2 sb tién 2550.000 dong; 1an 3 sb tién 2.550.000 dong 1a phan mém trich loc
thong tin khong phai phan mén doc hai. Tai thoi diém gidm dinh cac phén mém
nay khong con hoat dong nén khdng xac dinh dugc tinh néng cua phan mém, ddi
v6i s tién 850.000 dong anh Nguyén Thanh G mua phan mém ctua Hd Tiéu B,
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anh khong biét 12 phan mém c6 ma doc, néu cac bén cé tranh chip sb tién giao
dich s& giai quyét & vu an khéac khi cé yéu.

- Bbi v6i Nguyén Hong Th di tao ra cac tép tin “Lmsi”; no.bat; cv.pdf;
msi.msi; CV(2).pdf; Cocaidaub. pdf do Nguyén Hong Th béan cac phan mém mi
doc duoc tao ra thanh céc tép tin c6 dudi “.bat”, “.msi”, “.png”, “.doc”, “.xls”,..
ban cho Ho Tiéu B nhiéu véi gia tur khoang 300 000 (Ba tram nghin dong) den
1.000.000 (Mot triéu) dong. Tai thoi diém giam dinh cac phan mém nay khong
con hoat dong nén khong xac dinh duoc tinh nang cua phan mém va do Nguyén
Hoéng Th chua du 16 tudi, do d6 Co quan diéu tra khong dé cap xu ly trach
nhiém hinh su d6i véi Nguyen Hong Th 12 ¢6 can ctr, dbi v6i cac giao dich mua
ban giita HO Tiéu B va Nguyén Hong Th, sé giai quyét & vu an khac khi cac bén
c6 yéu cau.

- P6i v6i anh Nguyén Thanh G va Dang Pinh H da lién hé mua cac tap tin
1ap trinh san, B khong néi cac phan mén 1a ma doc, anh G va anh H nghi ngo tap
tin 12 m& doc nén chua sir dung da dén Cong an huyén Kim Boi dé trinh bao, do
d6 Co quan diéu tra khéng dé cap xtr Iy vé hanh vi mua ban ma doc va tra lai
may tinh cho anh H la dang phap luat.

- Pbi voi 6ng Khoang Van V cho Khoang Thanh Tr muon may tinh 6ng
khong biet Tr st dung vao muc dich trai phap luat va xin dugc nhan lai chiéc
may tinh, Xeét thay yéu cau cua 0ng la cd can cr nén tra lai cho 6ng.

[8] V¢ &n phi: Bi c4o phai ndp an phi hinh sy, theo quy dinh tai khoan 2
Piéu 136 cta Bo luat TS tung hinh sy va Diéu 23 cia Nghi quyét sd:
326/2016/UBTVQH14, ngay 30/12/2016 ciia Uy ban thuong vu Qudc hdi.

[°] Quyen khang cao: Bi cao; bi hai; nguoi co quyen loi, nghia vu lién
quan dén vu an, c6 quyén khang céo theo quy dinh tai Diéu 331 va Diéu 333 cua
B luat T6 tung hinh su.

Vi cac /e trén,
QUYET PINH:
1. Vé trach nhiém hinh su:

- Tuyén bd: Bi cao Ho Tiéu B pham toi Mua ban, ting cho phan mém dé
str dung vao muc dich trai phap luat; Bi cdo Khoang Thanh Tr pham toi Xam
nhap trai phép vao mang may tinh cua nguoi khac.

- Canctr diém b khoan 2 Piéu 285, diém s khoan 1, khoan 2 Piéu 51,
biéu 35 cua Bo luat Hinh su.

+ Xir phat tién H6 Tiéu B: 100.000.000 (M4t tram triéu) dong.

- Cén cir khoan 1 Piéu 289, diém s khoan 1, khoan 2 Dicu 51, diem g
khoan 1 Biéu 52, biéu 91, Biéu 99, Diéu 35 cua Bo luat Hinh su.

+ Xir phat tién Khoang Thanh Tr: 60.000.000 (S&u muwoi tri¢u) dong.
2.Vé vét chirng vu an: Can ctt Diéu 47 cua B6 luat Hinh su va Piéu 106
ctua B luat To tung hinh su.
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- Tich thu sung vao ngan sach nha nudc cua HO Tiéu B: 01 (mot) cdy may
tinh mau den c6 chiéu rong 30cm, dai 40cm, cao 38cm, bén trong c6 01 6 cling
nhan hiéu Kingston SNVS500G, cé serialnumber: 0000-0000-0000-0000-0026-
B768-56B0-C005, da qua st dung; 01 (mét) dién thoai di dong nhadn hiu
IPHONE 14 mau tim sé IMEI1: 354542503570957; IMEI2: 354542503607247.

- Truy thu ndp ngan sach nha nude cua Hb Tiéu B s tién: 850.000 (Tam
tram nam muoi nghin) dong.

- Tiép tuc phong toa tai khoan sb: 62666262xxx ciia HO Tiéu B, sd tién
phong toa 13.474.274 VND tai Ngan hang TMCP Quéan d6i Chi nhanh Hoa
Binh dé dam bao thi hanh an. (Theo cong vin so: 4634 ngay 08/10/2024 cua
Ngdn hang TMCP Qudn doi chi nhanh Hoa Binh).

- Tra lai cho 6ng Khoang Van V: 01 Laptop nhén hiéu DELL mau den,
tén may: AT3VNHKVXNOFSOX.

- Tra lai cho Khoang Thanh Tr: 01 dién thoai di dong Iphone 11 PRO

Theo bién bdn giao vdat chirng, tai san ngay 19 thang 12 nam 2024 giiia,
Cong an huyén Kim Boéi va Chi cuc thi hanh an Dan s huyén Kim Boi, tinh Hoa
Binh.

3. An phi: Cén ctr khoan 2 Piéu 136 ctia Bo luat TS tung hinh sy va Diéu
23 Nghi quyét sb: 326/UBTVQH14 ngay 30/12/2016 cua Uy ban thuong vu
Qudc hoi. Bi cao Ho Tiéu B va Khoang Thanh Tr mdi nguoi phai chiu 200.000
(Hai tram nghin) dong, an phi hinh su so tham.

4. Vé quyén khang cdo: Cin cu Dléu 331 va biéu 333 cua Bo luat T
tung hinh sy. Bi cao; bi hai; nguoi ¢6 quyen loi, nghia vu lién quan dén vu an,
co quyen khang céo trong han 15 ngay ké tur hgay tuyén an so tham. Dbi véi
nguoi vang mat thoi han khang cdo 1a 15 ngay ké tir ngay nhan dugc ban an
hodc ban an duoc niém yét.

Noi nhin: TM. HQI PONG XET XU SO THAM

- TAND tinh Hoa Binh; THAM PHAN - CHU TQA PHIEN TOA
- VKSND tinh Hoa Binh;

- VKSND huyén Kim B6i;

- Cong an tinh Hoa Binh;

- Co quan thi hanh an HS;

- Thi hanh &n DS huyén Kim Boi;

- Bi c0; Nguoi tham gia TT khéc; Kiéu Quang Du

- Luu HS.
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