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NHAN DANH
NUOC CONG HOA XA HQI CHU NGHIA VIET NAM

TOA AN NHAN DAN CAP CAO TAI PA NANG

- Thanh phan Hgi dong xét xir phiic thadm gém cé:

Tham phadn - Chii toa phién toa: ~ Ong Truong Minh Tuén

Cdc tham phén: Ong Nguyén Cuong

Ong Pinh Phudc Hoa

- Thuw ky phién toa: Ba Dinh Thi Trang, Thu ky Toa an nhan dan cip cao
tai Pa Nang.

- Pgi dign Vién Kiém sdt nhéin déan cdp cao tai Pa Néing tham gia phién
toa: Ba Nguyén Thi Van, Kiém sat vién cao cap.

Ngay 31 thang 8 nam 2023, tai try s Toa an nhan dan cap cao tai Pa Ning
m¢d phién téa xét xir phuc tham coéng khai vu an hinh sy thu 1y s6
251/2023/TLPT-HS ngay 25 thang 5 ndm 2023 dbi v6i bi cdo Huynh Phudec M
vé t0i “Cdn tré hodc gay roi loan hoat dong cua mang may tinh, mang vién
théng, phwong tién dién t¥”. Do c¢6 khang cdo cta bi cdo ddi véi Ban an hinh sy
so tham s& 25/2023/HSST ngay 07/4/2023 cta Toda an nhin dan tinh Quang
Nam. Theo Quyét dinh dua vu an ra xét xir s6 2964/2023/QDXXPT-HS ngay
08 thang 7 nam 2023.

Bi cao co khang cao:

Ho va tén: Huynh Phudc M, sinh ndm 1990, tai huyén T, tinh Quang Nam,;
noi dang ky HKTT va chd & hién nay: S6 A H, thi trdn T, huyén T, tinh Quang
Nam; nghé nghiép: Kinh doanh tu do; trinh d6 van hoa: Lop 12/12; dan toc:
Kinh; gidi tinh: Nam; ton gido: Khong; qudc tich: Viét Nam; con 6ng Huynh
Phudc M1, sinh nim 1963 va ba Pd Thi Hoa M2, sinh nim 1967; bi cao chua
¢ vo, con; tién an: Khong;

Tién su: Ngay 01/7/2020, UBND thi tran T, huyén T x1r phat vi pham hanh
chinh sé tién 750.000 dong vé hanh vi xui giuc nguoi khac danh nhau;

Nhén than: Ngay 29/6/2016, bi TAND thanh pho H6 Chi Minh tuyén phat
02 nam 04 thang 02 ngay tu vé toi “Pua hodc sir dung trai phép thong tin mang

mdy tinh, mang vién théng, mang Internet” theo Piéu 226b BLHS ndm 1999.
P chap hanh xong.
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Bi c4o bi bt tam giit, tam giam tir ngdy 19/6/2021; dén ngay 10/01/2022
duoc thay thé bang bién phap ngin chin cho bao linh; ving mat.

Ngoai ra, trong vu an con cd nguyén don dan su; ngudi c6 quyén loi, nghia
vu lién quan khong lién quan khac khong c6 khang cao, khang nghi nén Toa an
cap phiic thim khéng triéu tap.

NOI DUNG VU AN:

Theo cac tai liéu co trong ho so vu an va dién bién tai phién toa, noi dung
vu an dwoc tom tat nhw sau:

T ngdy 12/6/2021, Bl lién tuc bi tdn cong mang vao website:
www.vov.vn. Vao lac 09 gio 35 phut ngay 15/6/2021, qua ra soat k¥ thuat,
Trung tam N1 (R&D) - B1 phat hién dau hiéu bi mot sé ddi twong tan cong
chiém quyén kiém soat tai khoan nguoi dung dé truy cap trai phép thong tin
trong hé thong diéu hanh tac nghiép nd1 by cua Bl tai dia chi
www.noibo.vov.vn

Qua cong tac nghiép vu va khai thac dir lieu dién tir, Cuc Al mang va
phong, chdng toi pham st dung cong nghé cao - B6 C1 (A05) phdi hop véi
Cong an tinh Q xdc dinh nguodi cd hanh vi st ung mang may tinh, cong cu
botnet tan cong tir chdi dich vu (DDos) vao trang web: Www.vov.vnDién tir
VOV.VN cua Bl vao ngay 15/6/2021 1a nguoi st dung dia chi IP
116.111.144.83 (chu thué bao la 6ng Huynh Phudec M1, sinh nam 1960, dia chi:
S6 A H, thi tran T, huyén T, tinh Quang Nam). Co quan diéu tra thuc hién Lénh
kham xet khan cap d6i véi chd ¢ ciia Huynh Phudc M tai dia chi sé A H, thi
tran T, huyén T, tinh Quang Nam, dé thu gitr dugc cac d6 vat, tai liéu lién quan.
Co quan diéu tra da tién hanh trich sao dir liéu dién tu: thong tin may vi tinh dé
ban cta M, thong tin tai khoan “sickboyvn” ctia M dung dé tin cong trang web:
WWW.VOV.anich su truy cap ngay 15/6/2021 tor may vi tinh cia M trén trang
web: www.anonboot.com

Ngay 17/6/2021, Co quan diéu tra tién hanh trich sao dir liéu dién tir tir
dién thoai Iphone 11 Pro Max cia Huynh Phudc M ghi nhan ndi dung trao d6i
trén rng dung mang xa hdi Telegram ctia M c6 nickname “Dep Trai” dang ky
bang s6 dién thoai 0984227777 véi chu trang web: www.anonboot.comdé thué
dich vu tan cong tir chdi dich vu (DDoS).

Vao lac 12 gio 00 phat ngay 19/6/2021, Huynh Phude M dén Phong CSHS
Cong an tinh Q dau thu, khai bao vé hanh vi pham tdi cia minh, qué trinh diéu
tra xac dinh cu thé nhu sau:

Huynh Phudce M co trinh d¢ k¥ su cong nghé thong tin, chuyén nganh quan
ly mang. Trong thoi gian ranh 10i, M ¢6 vao khong gian mang dé tim hiéu nang
cao kién thirc. Ngay 18/5/2021, M biét dugc website: www.anonboot. .comtrang
nay cho phép tao tai khoan tan cong DDoS tu dong ((tan cong tir chéi dich vu,
gdy tran bang théng, gdy sdp hodc tic nghén trang web khién nguoi ding
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khong thé truy cdp). Man to mo nén ding ky ban mién phi dung thir véi tén
ding nhap 1a “sickboyvn”, pass dang nhap 1a: shinichi. Vi tai khoan mién phi
thi ¢6 thé DDoS trong thoi gian toi da 1a 05 phit. Trong thoi gian ndy, M c6 dat
mua hang trén mang théng qua cong ty van chuyén co website:
WWW.cargoexpress.vn nhung chd doi hon mot thang van chwa nhan dugc hang,
thai d6 ctia nhan vién cham soc khach hang khong t6t nén M c6 ¥ dinh tin cong
website nay. Ngay 13/6/2021, M st dung cong cu cua website:
www.anonboot.com thyc hién tin cong website: www.cargoexpress.vn, dit 1énh
tan cong trong thoi gian 05 phit nhung khong c6 két qua. Thong qua tmg dung
mang xa hoi Telegram, M tro chuyén véi Bui Ba T (sinh ngay 03/7/2005, dang
ky hé khau thuong trii tai 168/7 KP5A4, phuong T, thanh phé B2, tinh DPéng
Nai), co nickname “Onii-Chan” 1a A (quan tri trang Web) va T tu van cho M
mua goi c¢o trd phi cho tai khoan “sickboyvn”. Luac 21 gio 47 phat ngay
13/6/2021, M dung Vi dién tir M3 diang ky tir s6 dién thoai 0984227777 ciia M
dé chuyén dén Vi Momo dang ky tir sé dién thoai 0763615445 cta ngudi c6 tén
Pham Thi Yén N sd tién 3.500.000 dong theo yéu cau cia T dé mua géi DDoS
c6 thé tan cong v6i 10 phuong thic khac nhau (gdm: HTTP-Spam, HTTP-
Zesus, HTTP-Socket, L7Bypass, DDoS-guard, S, I, UAM-GHOST, C va B).
Cac phuong thttc nay do chu website: www.anonboot.comdat tén, con chic
nang cua timg muc M khong rd, thoi gian mot 1an DDoS 1a 60 phut, khong gidi
han s luong 1an tan cong DDoS trong vong mot thang, tuy nhién khong qua 04
yéu cau trén mot lan tin cong.

Ngay 14/6/2021, Nguyén Chi H (sinh nam: 1988, trii tai: khdi phd B, thi
tran T, T, Quang Nam) va Huynh Thi Kim L (sink nam: 1989; trii tai: A L,
thanh ph6 Pa Nang) c6 cho M biét thong tin trén mang xa hoi vé viéc B1 bi tan
cong, co gui cho M duong link ¢6 hinh anh thong tin website: www.vov.vnbi
tan cong DDoS voi tin nhan canh bao “DDoS dugc bi coi 1a khing bd” (trude
dé M c6 ké véi H nghe vé viée M sé DDoS website: WWW.cargoexpress.vnLién
biét M gidi cong nghé thong tin, hay to mo so' M vi pham phdp ludt nén H, L
canh bdo cho M). Man td mo tai sao trang web 16n nhu vov.vn lai bi DDoS giy
tac nghén nén M quyét dinh st dung mdy vi tinh dé ban ctia minh dat tai nha
riéng c6 két ndi internet mang V, tén chu thué bao ding ky 1a Huynh Phudc M1
(cha cia M) dé sit dung cong cu botnet mua lan trudc trén website:
www.anonboot.com“Onii-Chan” tan cong DDoS vao website: www.B1.vnthir
mtrc d6 bdo mat nhu thé nao.

Vao lac 01 gio 53 phat dén 10 gid 49 phit ngay 15/6/2021, M d3 tin cong
DDoS vio website: www.vov.vncong 03 1an, voi thoi gian lan luot 1a 01 phut,
05 phat, 10 phut. Lan dau tién DDoS vao website: www.vov.vnchon phuong
thirc 14 HTTP-Spam, 1an thtr hai va lan thtr ba 13 UAM-GHOST. Sau mdi lan
nhu vay, M c6 truy cap vao website: www.vov.vnxem thir c6 bi tac nghén, sap
website khong nhung M thay van truy cip duoc, website van hoat dong binh
thuong. Trén giao dién website: www.anonboot.comthé hién cach thic, phuong
thirc tdn cong lam sap website 1a nhu thé nao ma chi hién thi dong chit “cudc
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tan cong da duoc gui di” (viét bang tiéng Anh). Sau khi két thuc cudc tin cong
DDoS thi cong cu botnet cling khong bao cdo két qua tan cong DDoS nhu thé
nao ma nguoi st dung cong cu botnet d€ DDos phai tu kiém tra.

_ Ngay 21/6/2021, B1 c6 Cong vén s6 149/TNVN-VOV.VN tra 1oi: ten
mi€én B1.VN thudc s¢ hiru cua B1 (B1). Website VOV.VN 1a co s¢ ha tang
thong tin qudc gia cua Bl.

Tang vat tam gitr: 01 dién thoai di dong nhan hi¢u Iphone 11 Promax mau
vang, bén trong c6 gan thé sim sb 0984227777; 01 CPU may tinh dé ban; 04 6
ctng; 01 may tinh xach tay; 01 thiét bi luu trit USB; 01 ho chiéu; 01 thé ngan
hang A2 tén chu tai khoan Huynh Phudéc M; 01 thé ngan hang L1 tén chu tai
khoan Huynh Phudc M; 01 thé MasterCard.

Trach nhi€ém dan su: Nguyén don dan sy khong xac dinh dugc thiét hai cu
thé, khong dua ra yéu cau boi thuong thiét hai.

Qua trinh diéu tra, bi can Huynh Phuéc M da khai nhan toan by hanh vi
pham t6i ctia minh phu hop véi cac tai liéu, ching ¢t ma Co quan diéu tra da
thu thap duoc.

Tai Bén dn hinh sw so thim sé 25/2023/HSST ngay 07/4/2023 cua Toa
dan nhdn dan tinh Quang Nam da quyét dinh:

Vé trach nhiém hinh sy: Tuyén bd bi céo Huynh Phuéc M pham t61 “Can
tré hodc gdy roi loan hoat dong ciia mang mdy tinh, mang vién thong, phwong
tien dien tuwr’”.

- Ap dung diém b khoan 3 Piéu 287; diém g khoan 1 Piéu 52; diém s
khoan 1, khoan 2 Diéu 51; khoan 1 Diéu 54 cua Bo luat hinh sy nim 2015 (sira
d6i, bd sung nam 2017).

+ Xur phat: Bi cio Huynh Phudc M 03 (Ba) nim ti. Thoi han chap hanh
hinh phat tu tinh tir ngay bi bat di thj hanh an; dugc trur thoi gian bi tam gitr, tam
giam trude do (tor ngay 19/6/2021 dén ngay 10/01/2022).

Ngoai ra, ban an so tham con quyét dinh vé phan xur 1y vat chimg, an phi
va quyén khang cao theo quy dinh cua phap luat.

Ngay 20/4/2023, bi cio Huynh Phudc M khang cao Ban an so tham véi ndi
dung: Khang c4o xin giam nhe hinh phat.

Tai phién toa phtic thAm: Vang mit bi cdo.

Kiém sat vién dai dién cho Vién kiém sat nhan dan cép cao tai Pa Ning
phat biéu quan dlém vé viéc giai quyét vu an: Bji cdo khang cdo xin giam nhe
hinh phat nhung vang mat tai phién toa, day la phién toa mo lan thtr hai nén dé
nghi Ho1 dong X€t xu tlep tuc xét Xu: vu an. Vé n01 dung: Viéc tan cong vao
website: www.vov.vn 14 co so ha tang thong tin qudc gia thudc so hitu cua Bl
da lam ngung tré ludng thong tin chudn xac téi cong chiing, anh huéng dén hoat
dong binh thudong ctiia B1. Hanh vi néu trén ciia bi cdo Huynh Phudc M can phai
xtr 1y nghiém theo quy dinh cta phap luat. Tai cap phtic tham bi cao khang céo
xin giam nhe hinh phat nhung khong c6 tinh tiét giam nhe trach nhi€ém hinh su
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nao méi dé xem x¢ét, Toa an so tham da xu phat bi cdo 1a ding phap luat; nén dé
nghi Hoi dong xét xur ap dung khoan 1 Diéu 355 BLTTHS khong chap nhén
khang cao cua bi cdo, gilr nguyén ban an so tham.

NHAN PINH CUA TOA AN: ,
Trén co s ndi dung vu an, can clt vao cac tai li¢u trong hd so vu an , két
qua tranh tung tai phién toa, Hoi dong xét xir nhan dinh nhu sau:

[1] Phién toa mo lan tht hai, bi cao c6 khang cao xin giam nhe hinh phat
nhung vang mit v6i Iy do bj ém (viém da day cap), Hoi dong xét xtr xtr vang
mat bi cao theo quy dinh tai Piéu 351 BLTTHS.

[2] HO1 df)ng x€t X ¢6 can cur xac dinh: Bi cdo Huynh Phudéc M 1a nguoi
c6 trinh d¢ vé cong ngh¢ thong tin, c6 hanh vi 03 lan thue hién hanh vi tAn céng
theo phuong thirc DDoS (tan cong tir chéi dich vu, gdy tran bang thong, gdy
sdp hodc tdc nghén trang wed khién ngueoi dung khong thé truy cdp) trén mang
internets vao website:www.vov.vnco so ha tang thong tin quoc gia thudc s hiru
ciia B1, gdy tic nghén, khién nguoi dung khong thé truy cap dugc vao website:
WWW.vov.vn Toa 4n so tham di xét xir bj cdo Huynh Phudc M t6i “Can tré
hodc gdy roi loan hoat dong ciia mang mdy tinh, mang vién théng, phirong tién
dién tir” theo quy dinh tai diém b khoan 3 Diéu 287 ctua Bo luat hinh sy nim
2015 (stra d6i, bd sung nam 2017) 12 c6 cin ¢t va dung phép luat .

[3] Xét khang cdo xin giam nhe hinh phat cua bi cdo Huynh Phudc M,
thay: Hanh vi pham toi cua bi cao da tan cong nhiéu 1an (3 lan) vao website:
Wwww.B1.vnla co sé ha ting thong tin quoc gia thu¢c s6 hiru cua Bl dé lam
ngung tré ludng thong tin chuan xac t6i nhan dan, anh huong dén hoat dong
binh thudng cta B1 thudc truong hop quy dinh tai diém b khoan 3 Diéu 287 co
khung hinh phat tir 7 nam dén 12 nam tu; diém g khoan 1 Piéu 52 BLHS nam
2015 (stra ddi, bd sung nam 2017); vé mic hinh phat, Toa 4n cap so tham da
cin ctr vao tinh chat, mirc d6 hanh vi pham t6i, 4p dung cic tinh tiét ting ning
va giam nhe trach nhiém hinh sy, xem xét nhan than cua bi cao, ap dung quy
dinh tai Piéu 54 BLHS niam 2015 xir phat bi cdo 03 nam tu la ‘muc khoi diém
cua khung hinh phat lién ké 1a nhe va c6 loi cho bi cdo. Tai cap phuc tham bi
cao Huynh Phudec M khang cdo xin giam nhe hinh phat tt nhung khong c6 tinh
tiét giam nhe trach nhiém hinh su nao mé&i dé xem xét. Do d6, Hoi dong xét xur
khong chip nhan khang cio xin giam nhe hinh phat ti cta bi cdo, giit nguyén
ban an so tham.

[4] Cac phan khac ctua Ban 4n hinh sy so tham sé 25/2023/HSST ngay
07/4/2023 cta Toa 4n nhan dan tinh Quang Nam vé xur 1y vat ching, 4n phi hinh
su so tham khong c6 khang cdo, khong bi khang nghi c6 hiéu luc phap luat ké
tir ngay hét thoi han khang cdo, khang nghi.
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https://trolyao.toaan.gov.vn/l%20link/o%20vov
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[5] Bi cao Huynh Phuéc M phai chiu an phi hinh sy phiic thim theo quy
dinh cua phap luat.

Vi cac lé trén,
QUYET PINH:
Can ctr diém a khoan 1 Diéu 355, Diéu 356 B0 luat td tung hinh su;

Can ctr khoan 2 Diéu 135, khoan 2 Diéu 136 Bo luat t tung hinh su, Nghi
quyét s6 326/2016/UBTVQH 14 ngay 30/12/2016 ciia Uy ban Thuong vu Qudc
héi quy dinh v€ murc thu, mién, giam, thu, ndp, quan 1y va st dung an phi va 1¢
phi Toa éan.

1. Khong chdp nhan khang cdo cia bi cao Huynh Phudc M, giit nguyén
Ban 4n hinh sy so tham sb 25/2023/HSST ngay 07/4/2023 cua Toa an nhan dan
tinh Quang Nam.

- Ap dung diém b khoéan 3 Diél{ 287; diém g khoan 1 Diéu 52; diém s
kl}oénq 1, khoan 2 Bi€u 51; khoan 1 Di€u 54 cua Bo luat hinh sy nam 2015 (stra
doi, bo sung nam 2017).

+ Xu phat: Bi cao Huynh Phudc M 03 (ba) ndm tu to1 “Can tro hogc gay
réi loan hoat dong ciia mang mdy tinh, mang vién théng, phwong tién dién ti”.
Thoi han chap hanh hinh phat ti tinh tir ngdy bi bat di thi hanh an; duogc trir thoi
gian bi tam gitt, tam giam trudc d6 (tir ngay 19/6/2021 dén ngay 10/01/2022).

2. Cac Quyét dinh khac cua Ban an hinh su so tham sé 25/2023/HSST
ngay 07/4/2023 ciia Toa an nhan dan tinh Quang Nam vé xir Iy vat ching, 4n
phi hinh sy so tham khong c6 khang céo, khang nghi da c6 hiéu luc phap luat,
ké tir ngay hét thoi han khang cdo, khang nghi.

3. An phi hinh sy phiic tham: Bi c4o Huynh Phudc M phai chiu 4n phi hinh
su phuc tham so tién 200.000 dong (Hai tram nghin dong).

Ban 4n hinh su phuc tham c6 hiéu luc phéap luat ké tir ngay tuyén an.
Noi nhdn: TM. HOI PONG XET XU PHUC THAM
- Vu Giam ddc kiém tra | - TAND tdi cao; THAM PHAN — CHU TQA PHIEN TOA
- VKSND cép cao tai Pa Néng;
- TAND tinh Quang Nam (03);
- Cong an tinh Quang Nam (03); ~ 1
- SO Tu phép tinh Quang Nam; (ba kY)
- Cuc THADS tinh Quang Nam;
- Trai tam giam Cong an tinh Quang Nam; i
- Céng an huyén Tién Phudc, tinh Quiang Nam Trwong Minh Tuan
(02);
- Bi céo;
- UBND thi trn Tién Ky, huyén Tién Phudc,
tinh Quang Nam (thay cho viéc théng bao bang
van ban);
- Luu HSVA, PHCTP, LT.
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